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Abstract  The evolving online digital threats to businesses have created an urgent need 
for insurance coverage products to mitigate the risk of loss due to business interruption. 
This need is driven by the expanded digital environment in which our information resides. 
The amount of data generated, transmitted and stored by businesses continues to expand 
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at exponential rates. A related trend is that many businesses are going ‘paperless’, and 
an increasing number of professional services firms are storing all their data in the Cloud 
for enhanced security. Unfortunately, the more valuable the target, the more likely that 
it will be attacked. Consequently, malicious actors continue to follow the data into the 
cloud, which is not immune to data breaches. Businesses of all sizes, and in all sectors, 
continue to be targeted. If they have sensitive data (and most do), it can be stolen and 
monetised. If they have operational data (and all do), it can be encrypted and leveraged for 
extortion. If that were not enough, the cost of data security incidents continues to rise, in 
part due to increased regulation. All this is causing risk managers to pursue, with a sense 
of urgency, expanded business interruption and cyber insurance coverage to help mitigate 
both first and third-party economic risks. This paper reviews the trends in online digital 
threats, the corresponding trends in insurance coverage, and enterprise risk management 
measures that can be taken to better protect sensitive and operational data and mitigate 
the economic harm from data security incidents.

KEYWORDS:  cyber security, data privacy, cyber insurance, risk mitigation, insurance 
coverage, business interruption

INTRODUCTION
The massive encryption attacks of 2017 
have created an urgent need for insurance 
coverage products to mitigate the risk of loss 
due to business interruption. This need is 
driven by the expanded digital environment 
in which our information resides. The 
amount of data generated, transmitted and 
stored by businesses continues to expand 
at exponential rates.1 A related trend is that 
many businesses are going ‘paperless’, and an 
increasing number of professional services 
firms are storing all their data in ‘the cloud’ 
for enhanced security.2 Unfortunately, 
consistent with Sutton’s Law,3 the more 
profitable the target, the more likely it 
will be attacked. Consequently, malicious 
actors continue to follow the data into 
the cloud, which is not immune to data 
breaches.4 Businesses of all sizes and in all 
sectors continue to be targeted — none are 
immune. If they have sensitive data (and most 
do), it can be stolen and monetised. If they 
have operational data (and all do), it can be 
encrypted and leveraged for extortion. If that 
were not enough, the cost of a data security 
incident continues to rise, in part due to 
increased regulation.5 All this should cause 

risk managers to pursue, with a sense of 
urgency, expanded business interruption and 
cyber insurance coverage to help mitigate 
both first and third-party economic risks.

TRENDS IN MALICIOUS 
CYBERATTACKS
Until relatively recently, it may have been 
difficult to envision your network being 
rendered inaccessible or unresponsive. In 
2012, the massive Saudi Aramco attack, in 
which over 35,000 computers were wiped 
or disabled within hours, provided some 
insight into the possible scale of devastation 
of a cyberattack.6 The likely geopolitical 
reasons for the attack,7 however, may have 
caused businesses outside the Middle East to 
see it as irrelevant to their digital security. 
Similarly, the 2014 massive hack on the Sony 
information system showed the devastating 
results of a malicious attack.8 The possible 
political motivations behind the Sony attack,9 
however, may have caused businesses outside 
the entertainment sector to see it as irrelevant 
to their digital security. The massive 
encryption attacks of 2017,10 however, may 
have been the wake-up call needed for 
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businesses of all sizes and in all sectors to see 
the weaponisation of encryption as a real 
threat to their networks.

Those of us who have responded to 
information security incidents (data breaches) 
on a daily basis over the years have witnessed 
a substantial evolution in the nature of 
the encryption attacks. A few years ago, 
encryption attacks typically took the form 
of a ransomware11 attack in which malicious 
actors disseminated the malware randomly 
via phishing messages. When successful, their 
attacks often encrypted a relatively small 
‘network share’.12 The ransomware message 
typically contained an attachment or a link. 
When the attachment was opened or the link 
clicked, the ransomware was executed on the 
device, its contents and the network share.

Many of the early ransomware attacks 
were not successful because the affected 
devices could be wiped or replaced, and 
the affected data could be replaced with 
data from backup systems. This may have 
caused businesses to see ransomware as 
more of an annoyance or inconvenience 
than a danger to their business model. 
Unfortunately, malicious actors learned 
from these experiences and now commonly 
corrupt backup systems and the backed-up 
data before launching the ransomware 
attack. This provides substantial leverage in 
a conventional ransomware attack, as the 
victim may have to consider paying a ransom 
depending upon the nature and value of the 
encrypted data. Due to the profitability of 
the criminal business models built around 
ransomware, it now has a pervasive presence 
within phishing messages.13

Ransomware attacks have also become 
increasingly sophisticated. Whereas they 
previously were disseminated randomly, 
they are now often committed through 
spear phishing.14 The malicious actors 
conduct reconnaissance of an individual 
user and their information system, and craft 
an e-mail message with an attachment or 
link that the recipient is likely to open. 
The user is often someone that is likely to 

have access to valuable data, whether it be 
sensitive regulated data, operational data 
necessary for system functionality, or valuable 
proprietary data. When valuable encrypted 
data is combined with corrupted backups, 
it substantially increases the leverage of the 
malicious actor.

One of the challenges for information 
security personnel is that malicious actors 
are using encryption to carry out malicious 
attacks15 — not simply to lock down devices 
or files, but as part of their entry into the 
systems. In a recent survey of over 1,000 
information security professionals from 
various industries in North America and 
Europe, of 80 per cent of respondents who 
were victims of cyberattacks, 41 per cent 
of those attacks were hidden in Secure 
Sockets Layer (SSL) encrypted traffic to avoid 
detection.16

Another dangerous trend is that malicious 
actors are using encryption to not only carry 
out the attack, but to lock down evidence 
after a system has been compromised and 
sensitive data has been exfiltrated. Malicious 
actors have learned to use our familiarity 
with ransomware attacks to provide a 
ruse to cover their tracks after the severe 
compromise of systems. Businesses are 
increasingly experiencing what they believe 
to be a ransomware attack, due to the 
encryption of their devices and files, only to 
realise that it was not a ransomware attack 
but a full system compromise. In these 
attacks, malicious actors access a network, 
exfiltrate substantial amounts of sensitive 
data and then execute an encryption attack 
to lock down any forensic evidence that 
may have otherwise existed. The execution 
of the encryption attack may appear to be 
a ransomware attack, but increasingly it is 
being used as an anti-forensic measure to 
prevent investigators from acquiring the 
necessary evidence to attribute the attack to a 
specific malicious actor.

Unfortunately, the profitability of 
encryption attacks means they will only 
continue to occur, and will likely increase 
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in number and sophistication. Encryption 
attacks are a real threat to any business — 
and they can, and will, cause substantial 
interruption to businesses and their sources 
of revenue. It is therefore more important 
than ever for all businesses, regardless of 
size or sector, to take serious measures 
to not only secure their information 
systems, but to mitigate the economic 
risk of a catastrophic encryption attack. 
Whereas businesses in 2016 may have 
postponed the acquisition of business 
interruption insurance coverage to mitigate 
the economic impact of a cyberattack, 
businesses in 2018 should consider such 
coverage as a necessary component of 
enterprise risk management.

DETERMINING INSURANCE 
COVERAGE
Insurance coverage for cyber events 
continues to evolve. The insurance 
marketplace provides both standalone 
(monoline) cyber policies as well as cyber 
coverage ‘add-ons’ for different insurance 
policies. Cyber coverage add-ons can be 
found in policies such as professional liability, 
commercial liability, business owner’s policy 
(BOP) and management liability.

Typically, add-on policies have low limits 
and do not provide the breadth or depth 
of coverage needed by most organisations. 
Cyber insurance coverage should be viewed 
as a policy providing ‘access to resources’ for 
a cyber event. The best way to obtain this 
coverage would be a standalone cyber policy. 
‘Access to resources’ means an insurance 
policy which will provide: forensic services, 
both to determine the cause and extent 
of the cyber event; notification expenses, 
which may include credit monitoring and/
or repair; legal assistance, which may include 
an assessment of consumer and regulatory 
notification obligations; crisis management 
(public relations); and assistance with 
regulatory investigations and enforcement 
actions.

It is important that organisations map 
their exposures and share their mapping 
with their insurance agent or broker. It is 
also imperative that organisations know their 
exposures and be proactive in asking about 
the types of coverage available and how 
the policy will respond to exposures of the 
organisation for specific cyber events.

Knowing your exposures
Mapping organisational cyber exposure is 
the process of identifying the type of data 
that exists within a network, determining its 
location and how it is secured, and learning 
about the relationship the data has to the 
business operations.

Knowing the type of data being processed, 
transmitted or stored and the number of data 
sets or records, is important to approximate 
the limits of cyber insurance that should 
be purchased. The type of data, whether 
it be protected health information (PHI), 
personally identifiable information (PII), 
payment card industry (PCI) data or other 
non-public data, including non-electronic 
data, will help to determine the value of 
the data and the expense of a potential data 
security incident. Knowing how the data is 
stored or protected is critical in determining 
the potential consumer and regulatory 
notification obligations.17

Knowing where and how the data is 
stored can also assist the forensics team to 
locate the cause and extent of the cyber 
event. This can reduce downtime as well as 
the expenses associated with the incident.

Knowing how the data is used in 
business operations can help an organisation 
determine the amount of first-party and 
business interruption coverage to be 
purchased. A good source of information 
to help determine what limits should be 
carried can be found in the NetDiligence 
2016 Cyber Claims Study,18 which provides 
information on claims service costs, cost 
per record and percentage of claims by data 
type. Another useful source of information 
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can be found at the Ponemon Institute.19 
This information can assist organisations 
in determining what limits should be 
considered for cyber coverages.

Coverages to look for within an insurance 
policy
There is no standard cyber insurance policy. 
Several insurance companies are now offering 
risk management services for policy holders, 
such as helplines, information portals and, in 
a few cases, preferred providers who can help 
insureds with pre-breach planning or other 
proactive avoidance at a reduced rate. Cyber 
policies can contain the following coverages:

First party
System damage
Business interruption
Reputational harm
Cybercrime

Computer crime
Identity theft
Threats and extortion
Telephone hacking
Phishing scams

Regulatory actions and investigations
PCI fines and penalties

Third party
Cyber liability
Privacy liability
Notification costs
Multimedia liability and advertising injury

Organisations need to review their insurance 
policy carefully to determine if the above 
coverages exist in their policy. In addition, 
the policy should be reviewed to discern 
what limits are available for specific coverages 
within the policy, what if any sub-limits 
apply, and the applicable aggregate limit.

Cybercrime coverage
As discussed earlier, cybercrime is on 
the increase. The cyber policy should be 

reviewed to determine what coverages 
exist for cybercrime. One of the first steps 
organisations should take is to review what 
types of threat exist to their organisation. 
One of the best sources to obtain a greater 
understanding of the types of threat 
to your organisations is Verizon’s Data 
Breach Digest20 and Annual Data Breach 
Investigations Report.21 The Verizon Data 
Breach Digest breaks cyber events into 
nine incident patterns: insider and privilege 
misuse, cyber-espionage, web application 
attacks, crimeware, point-of-sale intrusions, 
denial of service attacks, payment card 
skimmers, physical theft and loss, and 
miscellaneous errors. The same publication 
provides a heat map listing twelve victim 
industries and six different incident patterns.

We recommend that organisations 
review the narrative in each of the data 
breach scenarios in the Verizon Data 
Breach Digest to determine where possible 
cyber events could occur within their 
organisation. Similar to monitoring blood 
pressure, the data breach scenarios can alert 
an organisation to a possible exposure not 
previously considered.

Once threats have been identified, a 
thorough review of the cyber theft coverage 
should occur. Organisations should consider 
coverages for theft of data, theft of the 
economic value of intellectual property, theft 
of money or securities and theft of computing 
resources. Extortion and social engineering 
or deceptive funds transfer should also be 
evaluated. Organisations need to be proactive 
in knowing and understanding the types of 
exposure they face, so that they can ask their 
agent or broker how the policy will respond 
in a given cyber event. The cyber policy 
should be evaluated with the organisation’s 
crime policy, if one exists, to determine any 
gaps or overlaps.

Business interruption coverage
Business interruption coverage is an exposure 
area that organisations must evaluate. The 
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cause of the disruption as well as the impact 
on the business need to be examined. Policy 
sub-limits, separate deductibles, wait periods 
and limited periods of indemnity for business 
interruption should all be reviewed carefully. 
Waiting periods can vary from eight to 24 
hours or more.

A few policies will provide coverage 
for direct damage to equipment, and most 
policies will cover destruction of data 
either within the cyber policy or as an 
endorsement. Some policies will provide 
business interruption coverage, but only if 
it results from a security event and not for 
damage to physical hardware or equipment. 
A denial of services attack may also trigger a 
business interruption claim depending on the 
policy. Some policies may provide dependent 
business income loss coverage, which replaces 
loss of earnings because of a disruption 
sustained by a third party.

A cyber event can cause major disruption 
to an organisation, resulting in serious 
financial and reputational impact. A cyber 
business interruption claim can be more 
complex than other types of business 
interruption claims because of the less 
tangible nature of a cyber event and 
the potential reputational impact. The 
difference between cyber policy language 
for business interruption and reputational 
damages needs to be reviewed by 
organisations with care.

Regulatory fines, penalties and consumer 
redress funds
Organisations need to review their 
insurance policy to make sure that coverage 
for violation of regulatory acts, regulatory 
fines, penalties and consumer redress 
funds are available under the policy. Some 
policies will provide full limits for these 
areas of coverage, others will sub-limit 
the amount of coverage available. Most 
policies will exclude violations of various 
state, federal or foreign anti-spam or tele-
marketing laws.

Another growing area of concern for 
organisations is alleged violations of the 
payment card industry (PCI) data security 
standard (DSS). Businesses that transmit PCI 
data typically have contractual obligations 
to merchant processors and card brands. In 
the event of a data security incident, these 
contractual obligations can result in large 
assessments for fraud monitoring, and large 
fines and penalties for fraud losses and card 
reissuance costs. Some policies provide 
coverage for this in their standard policy, 
while others may add this coverage by 
endorsement. Organisations should review 
their policy to determine if this coverage is 
available.

ENTERPRISE RISK MANAGEMENT
Insurance coverage
Appropriate insurance coverage should 
always be an aspect of enterprise risk 
management. In this evolving and 
increasingly dangerous digital environment, 
however, it can be overwhelming when 
considering other measures that must be 
taken to protect information systems. The 
following tips are not exhaustive, but will 
provide some guidance toward that end.

Regularly review security controls
In our own homes, we regularly check the 
locks to our doors when we leave for the day, 
or before we go to sleep at night. Similarly, 
we should regularly check the ‘locks’ to 
the doors on our networks. Whether it be 
confirming that the only devices accessing 
the network are those authorised to do so, 
or that the image loaded onto a laptop is the 
most secure version, every businesses should 
have a programme that involves the regular 
review of its security controls. As referenced 
below, while it is important to automate 
security checks when possible, it is important 
to periodically conduct a manual review of 
the network security controls to identify any 
gaps — which may include inadvertently 
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disabled automated controls. The review 
should begin with the foundational Critical 
Security Controls.22

Plan for data security incidents
Every business should have an incident 
response plan, regardless of its size or 
resources. Incident response plans should 
be mapped to the most recent version of 
the ‘National Institute of Standards and 
Technology Computer Security Incident 
Handling Guide, Special Publication 800-61 
(Rev. 2)’.23 The planning process should 
include the identification and involvement 
of key stakeholders, the acquisition of 
cyber liability insurance, the facilitation and 
execution of Master Service Agreements 
with breach response service providers 
(digital forensics services, consumer 
notification/call centre services, credit 
monitoring/identity protection services, 
etc.) and introductions to appropriate 
law enforcement personnel. The incident 
response plan should also be tested on at 
least an annual basis. These tests are referred 
to as ‘table top exercises’. These exercises 
should involve key stakeholders and assist 
them to identify and experience their 
roles and responsibilities in responding to 
a data security incident before an actual 
crisis occurs. ‘Experiencing’ a data security 
incident before it actually occurs accelerates 
an organisation’s ability to effectively contain 
and remediate an incident. The exercises also 
help to identify and resolve gaps in incident 
response plans and enhance an organisation’s 
enterprise security posture.

Automate security measures
As much as possible, security measures 
should be automated. Malicious actors will 
often utilise known vulnerabilities to access 
networks, and these known vulnerabilities 
often have available remediation measures. 
Whether it be security patches or threat 
detection software, the security measure 

should be automated when possible to 
minimise errors caused by human inaction.

Monitor and review third-party liability
The Target cyberattack was a wake-up call 
regarding third parties being used as attack 
vectors.24 We now know that third-party 
liability must be managed as closely as any 
other information security control. This can 
be accomplished in part through narrowly 
tailored service provider agreements designed 
to mitigate potential exposure arising from 
a data security incident. These agreements 
should require the service provider to adhere 
to delineated information security practices 
moulded to the specific service offering. 
The agreements should also set forth 
expectations as to when, how and under 
what circumstances a service provider must 
report a potential or suspected data security 
incident. They should also preserve the 
business’s right to conduct an independent 
forensic investigation and consider 
incorporation of indemnification and 
limitation of liability language to shift liability 
and defence exposure to the service provider. 
They should also require the service provider 
to carry sufficient insurance coverage to 
mitigate the economic risk they might pose 
to the business as an attack vector. With the 
evolution of technology and online threats 
creating an increasingly dangerous digital 
environment, managing liabilities associated 
with service providers has never been more 
important. The risks and liabilities can be 
mitigated, however, with due diligence and 
good service provider contract management.

Whitelist apps
Third-party apps are increasingly integrated 
into virtual networks, but are often not very 
secure. It is important to identify the apps 
that are being used for legitimate business 
purposes, and to authorise or ‘whitelist’ only 
those apps for use on our networks. It is 
very important to ensure that the authorised 
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apps are the latest, most secure versions, 
and that any necessary security patches be 
immediately installed.

Delete unnecessary data
Much like sensitive data in non-digital 
form which should be shredded when it is 
no longer necessary for legitimate business 
purposes, once sensitive data in digital form 
is no longer necessary for legitimate business 
purposes, it should be deleted. The prompt 
deletion of unnecessary data decreases 
potential liability for the business in the event 
of a data breach.

Minimise downloads
The less a business downloads sensitive data, 
the better. The goal is to have the fewest 
sensitive data sets in in-house systems, and 
one way to accomplish this is to reduce the 
number of downloads — whether they be 
from insecure Internet sites or from secure 
storage areas. The fewer sensitive data sets 
that might be available to a malicious actor, 
the less potential liability for the business in 
the event of a data breach.

Embrace tokenisation
Tokenisation is a method for protecting 
sensitive data and is commonly used with 
point-of-sale systems to protect payment card 
data. It can protect other types of sensitive 
data as well, and should be considered when 
appropriate. Tokenisation associates data 
with a temporary random alternative — the 
token — typically used to transfer the data. 
The token then replaces the data during the 
transfer. If the transferring network were to 
be compromised, the data would be useless 
to a malicious actor.

CONCLUSION
The massive encryption attacks of 2017 
should be a clarion call for insurance 

coverage products to mitigate the risk of loss 
due to business interruption. As businesses 
continue to process and store more valuable 
data, they will increasingly be targeted by 
malicious actors who seek to monetise the 
data. The more profitable the target, the 
more likely it will be attacked. As discussed 
above, if businesses have sensitive data (and 
most do), it can be stolen and monetised. If 
they have operational data (and all do), it can 
be encrypted and leveraged for extortion. All 
this should cause risk managers to pursue, 
with a sense of urgency, expanded business 
interruption and cyber insurance coverage 
to help mitigate the potential — and very 
real — economic risks posed by malicious 
encryption attacks.
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