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Abstract Cyber intrusions now affect businesses and organisations of all sizes and in

all sectors and industries. The United States Department of Justice employs a whole-of-
government approach to investigate, disrupt and deter malicious cyber activity. We work
with other law enforcement agencies; the intelligence community; civil, administrative

and regulatory agencies; and the military to draw upon each partner’s unique expertise
and resources, and to use whichever combination of tools will be most effective in
responding to and countering a particular threat. Meeting the cyberthreat requires the

help and cooperation of the private sector as well. When deciding whether to notify law
enforcement of a cyber incident, organisations weigh the anticipated benefits of a pro-
active approach against legal, business, reputational and other practical concerns. This
paper explains why working with law enforcement is the smart choice before, during

and after a cyber intrusion or attack. We can help victims understand what happened;

we can share context and information about related incidents; we can ensure a proper
investigation and preservation of evidence; we can assist victims in dealing with
regulators; and we are uniquely situated to work with other parts of the federal government
to respond with possible criminal prosecution, economic sanctions, diplomatic pressure,
intelligence operations and military action. Although primarily directed towards victim
organisations, we hope this paper helps answer questions that all organisations’ leadership
and counsel may have as they decide how their response may affect their business or
mission, whether they are witnesses (eg internet service providers) or victims.

KEYWORDS: cyber security, cyber incident response, government cyber response, law
enforcement cyber response, cyber information sharing, cyber intrusion, cyberattack
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INTRODUCTION

Every day, news headlines feature stories

of malicious cyber activity — from data
breaches and computer intrusions, to
compromises of business e-mail, as well as
denial-of-service and ransomware attacks.
Organisations are being relentlessly targeted
by those who seek to steal their intellectual
property or the personal or financial
information of their customers or employees,
extort them, or otherwise disrupt their
business or mission. And these threats are
happening on multiple fronts — whether
the work of an individual hacker, organised
crime, terrorist organisations, or nation
states and their proxies. These evolving
cyberthreats affect organisations of all sizes
and in all sectors and industries, causing
them to work tirelessly — not only to
detect, mitigate and deter cyberthreats, but
also, when an incident happens, to contain
the damage to their organisation, to their
customers and to their reputations.

We now know that cyber intrusions are a
matter of ‘when’, not ‘if”. As Robert Mueller,
then director of the FBI, said in 2012, ‘there
are only two types of companies: those
that have been hacked and those that will
be’.! That same year, Keith Alexander, then
director of the National Security Agency, said
the loss of valuable business information and
intellectual property from the US through
cybertheft constitutes the ‘greatest transfer
of wealth in history’.> Unfortunately, the
volume and severity of cyberattacks have only
increased in the past five years.?

Although the threat from malicious cyber
actors is now relentless, so is the effort of the
Department of Justice (DOJ) to counter it.
DQJ partners with federal law enforcement
and other federal departments and agencies
to investigate, disrupt and deter malicious
cyber activity regardless of who is behind the
keyboards. In carrying out this mission, we
have proven that law enforcement has a long
memory and a long reach.

As set forth below, DOJ is, and has been,
committed to using all of the tools at our

disposal — whether criminal investigations
and prosecutions, civil tools and injunctions,
or FBI-led cyber operations — to raise the
costs for malicious cyber activity. DOJ is
equally committed to enabling, through
information gathered in its investigations, the
tools of our federal inter-agency partners,
including economic sanctions, diplomatic
pressure, intelligence operations and military
action.

Successfully countering the ever-persistent
cyberthreat, however, requires the help and
cooperation of organisations of all sizes,
sectors and industries. This is true whether
the organisation is a victim or a witness (eg
an internet service provider).* Simply put,
if and when you become aware of a cyber
incident, it is to your benefit to notify us,
and we urge you to do so.

When deciding whether to notity law
enforcement of a cyber incident or whether
to cooperate fully in an investigation,
organisations weigh the anticipated benefits
of a proactive approach against legal, business,
reputational and other practical concerns.
Given the increasing frequency and magnitude
of cyber incidents, it is essential that we address
the questions and concerns of an organisation’s
leadership and counsel as they decide how
their response is likely to affect their business
or mission. This paper explains why working
with law enforcement is the smart choice
before, during and after a cyber intrusion or
attack, and should serve as a guide for what to
expect from federal law enforcement.’

WHAT TO DO BEFORE A CYBER
INCIDENT OCCURS

A quick, effective response is critical to
minimising the damage from a cyber
incident, recovering, and helping ensure that
your organisation and the government take
appropriate steps to prevent similar incidents
on your and others’ networks in the future.
The best time to plan such a response is
before an incident occurs. In April 2015,
DQOJ’s Criminal Division produced a publicly
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available document titled ‘Best Practices for
Victim Response and Reporting of Cyber
Incidents’.® It reflects lessons learned from
tederal prosecutors who have studied the
tactics and tradecraft of cybercriminals as part
of cyber investigations and prosecutions. It
also incorporates input from private sector
organisations that have managed cyber
incidents.

Having a well-established cyber incident
response plan in place is a critical first
step toward preparing an organisation to
weather a cyber incident. Such a plan should
contain specific procedures to follow in
the event of a cyber incident, making clear
who has critical roles and responsibilities
in containing the intrusion, mitigating
the harm, collecting and preserving vital
information for damage assessment, recovery
and future defence measures. At a minimum,
a cyber response plan should encompass the
following:

* The identification of your mission-critical
data and assets (ie the ‘crown jewels’) and
establishment of appropriate network
security measures to protect those assets.

* A review and adoption of risk
management practices found in expert
guidance, such as the ‘Cybersecurity
Framework’ developed by the National
Institute of Standards and Technology
(NIST), that are appropriate for your
organisation’s size, budget, sector and risk.

* The adoption or identification of easily
obtainable technology that will be used
to address an incident, including adequate
logging, off-site data back-up, intrusion
detection capabilities, data loss prevention
technologies, and traffic filtering or
scrubbing capabilities, as well as the
identification of cyber security firms that
can provide these and further mitigation
services.

e The alignment of organisational policies,
such as those regarding personnel and
information technology (eg access controls
and system administrator employment

termination procedures), with your
incident response plan.

* The participation in cyber security
sharing across your industry and other
industries when possible (eg ‘Information
Sharing and Analysis Centers’ [[SACs]
or ‘Information Sharing and Analysis
Organizations’ [ISAOs]). ISACs are non-
profit organisations that act as centralised
collection points and clearing houses for
cyberthreat intelligence between federal,
state and local governments and specific
industries, such as critical infrastructure.”
ISAOs are more broadly defined than
ISACs, because they can be private or
non-profit entities and they range from
so-called ‘communities of interest’ to fee-
for-service companies.®

* An implementation of appropriate
authorisations to permit lawful network
monitoring, including through consent
mechanisms and ‘banners’ that greet
users upon log-in, and compliance with
the procedures of the Cybersecurity
Information Sharing Act of 2015 (CISA)
permitting network monitoring for
‘cybersecurity purposes’.’

* Obtaining legal counsel that is
sufficiently familiar with technology,
laws on electronic surveillance and
communications privacy, and cyber
incident management to minimise
response time during an incident.

* Practising the cyber incident response
plan through scenario exercises
involving all parties critical to the plan’s
implementation.

An additional, integral part of any responsible
organisation’s incident response plan is the
procedure for determining when and how

to notify law enforcement and relevant
regulatory agencies. With regard to law
enforcement specifically, the midst of an
ongoing cyber incident is not the time to
search for the appropriate points of contact.
The former general counsel and executive
vice president of Sony has publicly stated
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that contact information she had obtained
from an FBI official during a previous non-
cyber security incident proved vital in the
immediate aftermath of the cyberattack from
North Korea when she urgently needed
government assistance.'” If you don’t know
the name and contact information of whom
you will call in the event of a cyber incident,
then you don’t yet have a fully developed
incident response plan.

Accordingly, before a cyber incident
occurs, organisations should establish
relationships with relevant law enforcement
agencies, such as with cyber agents in the
local field offices of federal law enforcement
agencies or in sector-specific agencies. Key
federal points of contact can be found in
Appendix H of the National Association of
Corporate Directors Cyber-Risk Oversight
Handbook,!! and in Annex D of the
National Cyber Incident Response Plan.'?
In addition, through participation in the
EBIs InfraGard programme, individuals in
the private sector and academia can meet
with law enforcement and other government
representatives and confer on how best to
protect our critical infrastructure."

Within DOJ, contacts include the
National Security Cyber Specialists (NSCS)
Network, which consists of at least one
Assistant United States Attorney (AUSA)
in each of the 94 US Attorneys’ Offices
around the country. Those prosecutors
are trained at the intersection of computer
crime and national security in order to
improve investigation, prosecution and
other disruption of computer intrusions and
attacks aftecting, involving or relating to
national security, such as those perpetrated
by terrorists, foreign nation states and their
proxies, or which target classified or export-
controlled information. For purely criminal
cyberthreats, each US Attorney’s Office also
has at least one dedicated Computer Hacking
and Intellectual Property (CHIP) prosecutor,
who is responsible for prosecuting computer
crime offences, serving as the office’s legal
counsel on matters related to those offences

and the collection of electronic and digital
evidence, training prosecutors and law
enforcement personnel in their region, and
conducting public and industry outreach
and awareness activities. In sum, there is
no shortage of individuals within federal
law enforcement and DOJ with which

the necessary relationships can be built in
advance of a cyber incident.

WHAT TO EXPECT FROM LAW
ENFORCEMENT AFTER A CYBER
INCIDENT

Despite taking reasonable defensive measures,
any organisation can fall victim to a cyber
incident. With a well-developed incident
response plan in place, your organisation’s
personnel should be capable of responding
in an effective and appropriate manner
by assessing the extent of the intrusion,
containing the intrusion to prevent
continuing damage, recovering, and
conducting a damage assessment using logs,
server images and other artefacts preserved
during the initial stages of the incident
response.

If an organisation suspects at any
point during its assessment or response
that the incident constitutes criminal
activity (as opposed to, for example, an
incident involving inadvertent exposure
of customer data), it should contact law
enforcement immediately. Historically,
some organisations have been reticent to
contact law enforcement following a cyber
incident, fearing a loss of control and a
perceived ‘parade of horribles’, such as a
swarm of black SUVs and agents in raid
jackets seizing and boxing up servers and
electronic media, surprise press conferences
or criminal charges, stock price hits,
calls from law enforcement to regulators,
the US government making victim
information public in response to Freedom
of Information Act (FOIA) requests, and
litigation, all of which would result in
disruption of its business and/or reputational
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harm. Mindful of these concerns,
organisations often prefer to conduct private
internal investigations in an attempt to
resolve the problem on their own before,

or in lieu of, involving law enforcement. As
a result, some matters are never reported,
while others involve delayed reporting, to
the potential detriment of an eftective law
enforcement or other response.

None of these concerns, however,
withstand scrutiny when compared against
DQJ’s and our partner law enforcement
agencies’ policies and historical practice. The
FBI and US Secret Service are victim-centric
organisations that prioritise minimising the
intrusions into anyone’s privacy and the
duration and scope of any disruption while
conducting a cyber investigation. One of
DOJ’s core principles is that we do not want
to re-victimise the victim.'"* Accordingly, we
recognise the need to work cooperatively
and discreetly with victim organisations
and their incident response personnel. We
will use investigative measures that avoid
computer downtime or displacement of
an organisation’s employees. For example,
initial incident responses often simply require
access to log files and, in some instances,
mirror images of affected machines —
items that victim organisations and their
outside incident response providers have
often already collected pursuant to incident
response procedures. Witness interviews
are planned well in advance, so that the
interviewers and interviewees can come
prepared to move quickly and efficiently
through the necessary lines of inquiry
and everyone can get back to their duties.
Further, investigators are interested in
technical details about an intrusion, and
possibly the surrounding business context,
rather than sensitive internal communications
interpreting or discussing technical details or
evaluating an organisation’s network security.
The privacy of an organisation’s customers
is also respected during the law enforcement
response. In some cases, when information
essential to an investigation is intertwined

with customer data, law enforcement agents
have worked closely with an organisation’s
personnel to locate artefacts of the intrusion
without unduly sifting through sensitive
third-party information.

The FBI and US Secret Service also
conduct their investigations with discretion
and work with a victim organisation to
avoid unwarranted and surprise disclosures
of information. We take a victim’s wishes
into account in deciding when and how to
pursue a case or other outcome designed
to disrupt the cyberthreat. When the
investigation reaches a point where decisions
will be made that affect what may eventually
become known to the public (eg criminal
charging decisions), we consult with the
victim to hear their questions and concerns.
This includes the advance coordination of
the contents of our allegations and other
public statements concerning the incident
with a victim organisation to the best of
our abilities. Prosecutors have discretion
in deciding whether and when to bring
criminal charges, and in exercising that
discretion, we generally do not name a
victim in a charging document without its
consent. Keep in mind that we can take
steps to protect a victim’s identity in court
documents, charges often remain sealed
until a defendant 1s apprehended, and in
discovery and at trial, we routinely protect
sensitive information from disclosure to the
public through protective orders and similar
remedies. Accordingly, although a victim
organisation will not be allowed to veto
law enforcement’s decisions, there is ample
opportunity for an organisation to raise red
flags and otherwise appropriately influence
law enforcement’s eventual course of action.

As part of our commitment to exercise
discretion, DOJ does not, as a general
rule, notify regulators of cyber incidents
or provide to regulators information DQO]J
obtains as part of its criminal investigations.
If (and only if) you ask us to do so, we
will bring your cooperation with law
enforcement to the attention of regulators,
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such as the Federal Trade Commission
(FTC), the Securities and Exchange
Commission (SEC) and, if applicable, the
Department of Defense (DoD)," to ensure
that when a regulator becomes aware of’

an intrusion through other means, it is

also aware of an organisation’s cooperation
with law enforcement in investigating the
intrusion and mitigating its harm. These US
government entities have publicly stated that
cooperating with law enforcement is relevant
to their decision making and evidence of
an organisation behaving reasonably. For
example, the FT'C has said that ‘a company
that has reported a breach to the appropriate
law enforcers and cooperated with them
has taken an important step to reduce the
harm from the breach’ and as a result, ‘it’s
likely [the FTC] would view that company
more favorably than a company that hasn’t
cooperated’.'® And the SEC has signalled
that it ‘will give substantial credit’ to
companies that proactively self-report cyber
intrusions.'” In this sense, DOJ can become
a victim advocate within the government

to ensure that a victim’s rights and interests
are respected in the broader government
response to a cyber incident. If a regulator
were to request information obtained

from a victim organisation as part of our
investigation, our practice is to refer the
regulator to the victim’s counsel.

On the other hand, turning a blind eye to,
or failing to report cyber breaches may invite
scrutiny from regulators as well as lawsuits.
Law enforcement may be able to provide
your organisation with a fuller picture of
the facts needed for you to determine how
best to meet your disclosure obligations
while minimising any impact to an
ongoing investigation. Since publicly traded
companies are required to report material
cyber security risks and incidents,'™ DOJ also
has direct lines of communication with SEC
attorneys who can help us work through
issues that may arise when you cooperate
with law enforcement. Also, at least 48
states (as well as the District of Columbia,

Guam, Puerto Rico and the Virgin Islands)
currently have data breach notification laws
requiring organisations to notify customers
whose data is compromised.'” Those laws
typically allow delays in notification when
law enforcement formally requests them

in the interests of an investigation (which
means that working with law enforcement
to understand the scope and scale of the
intrusion can, when justified, also give you
breathing space to evaluate your various legal
obligations).

Moreover, if you are worried about
sharing information with the US
government because of FOIA, you should
know that FOIA provides for exemptions
from disclosure for certain categories of
information including ‘a trade secret’,
privileged or confidential ‘commercial
or financial information obtained from a
person’, and information ‘compiled for
law enforcement purposes’, the release of
which could compromise the investigation
or privacy. The government will strive to
protect confidential information provided
by your organisation to the full extent
permissible under FOIA and similar open
records laws.

The bottom line is that federal law
enforcement agencies view victims of
intrusions as just that — crime victims that
deserve protection and advocacy within the
criminal justice system.

THE BENEFITS OF WORKING WITH
DOJ AFTER A CYBER INCIDENT

Even after a cyber incident appears to be
under control, we must remain vigilant and
seek to raise the costs on the responsible
actors. Many intruders return to attempt to
regain access to networks they previously
compromised, often using lessons learned
from a victim’s prior remediation eftorts
and returning with more sophisticated
methods. Additionally, left unchecked, they
will undoubtedly continue to target other
victims. So, although network defence and
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effective incident response plans are integral
parts of the cyber security equation, they
must be combined with efforts to disrupt and
deter the responsible actors.

To meet this goal, the answer should not
be for an organisation to take it upon itself,
or to direct others, to access, or damage,
without authorisation, another system that
may appear to be involved in the intrusion
or attack. Regardless of motive, doing so is
likely illegal under US and some foreign laws
and could result in civil or criminal liability
and worse (in national security matters,
miscalculation, for example). Furthermore,
many intrusions and attacks are launched
from compromised systems. Consequently,
‘hacking back’ can damage or impair another
innocent victim’s system rather than the
intruder’s.

Instead, outside of an organisation’s own
network, the goals of raising the costs of
actors should be the responsibility of the
US government, utilising its broad array
of authorities. Law enforcement can try to
seize (or otherwise disrupt the exfiltration
of) data stolen by cyber means if it is quickly
identified. DOJ, whether through its own
authorities, or by supporting the authorities
of other departments and agencies, can
also take other appropriate actions that will
ultimately benefit victims and prospective
victims, which are described in more detail
below.

First, we can often determine where
your organisation’s intrusion falls within a
wider range of malicious cyber activities
— (eg if it is part of a campaign targeting a
certain class of victims or technologies) —
and share related information to help your
organisation understand what happened, so
that you can conduct a damage assessment
and identify what else may still be at risk.
Experienced law enforcement agents,
such as the FBI’s Cyber Division, are
often familiar with patterns of malicious
cyber activity they are seeing across the
country and around the world, in some
instances over the course of several years.

The Department of Homeland Security
(DHS) also has components dedicated

to cyber security that not only collect

and report on cyber incidents, phishing,
malware and other vulnerabilities, but

also provide certain incident response
services. DHS’s National Cybersecurity
and Communications Integration Center
(NCCIC) serves as a 24x7 centralised
location for cyber security information
sharing, incident response and incident
coordination. These components of the
federal government can work with your
security and technical teams to help you
quickly identify and stop the activity and
better understand the incident, whether

it be the theft of proprietary technology,
valuable customer information, or some
other kind of loss. They can also tell you if
other organisations in your sector have been
affected or engage in two-way information
sharing with other similarly situated victims
(should your organisation not wish to reveal
to others that it has be victimised). The
more complete your understanding of what
happened, the better able you will be to
mitigate any damage, recover, and identify
and defend against similar activity in the
future.

We can also provide context. For example,
in 2015, an online retailer learned that it had
been hacked and that personally identifiable
information (PII) related to approximately
100,000 customers had been stolen. The
hacker threatened to expose the company’s
customer information unless the victim
company paid him oft. Although this initially
sounded like a typical act of extortion, the
hacker, Ardit Ferizi, supported the Islamic
State of Iraq and Syria (ISIS) and intended
to inspire physical attacks against US service
members, using that PII to publish an
online ‘kill list’. Fortunately, the company
was working with law enforcement and
avoided making a payment that would have
supported a terrorist organisation.

Second, reporting the cyber intrusion
to law enforcement creates a culture of
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information sharing that will not only
benefit your organisation, but others across
the US and around the world. Disclosing
information about the intrusion with the
US government can enable us to connect
it to related incidents and to share valuable
insights and information with you from
other investigations by law enforcement and
the US intelligence community. Often, the
government requires only technical details
— such as logs and malware samples — to
advance its investigation, not privileged or
proprietary information. And usually this
technical information can be anonymised
so that the government can share it with
others in the private sector, so they can
take steps to protect themselves against
the same intrusions, and possibly provide
further technical information back to the
government, thereby creating a virtuous
cycle of cyberthreat information sharing.
For example, the Cybersecurity Information
Sharing Act of 2015 (CISA) encourages
public—private collaboration related to the
sharing of certain types of cyber information,
and provides organisations with certain
liability protection when they share — with
each other or the government — information
defined by statute that comprises indicators of
cyberthreats, or techniques to defend against
cyberthreats.” Rest assured that anonymised
information shared by law enforcement
and other US government partners never
identifies, or provides information allowing
for the identification of, a cooperating victim.
Furthermore, US law enforcement
agencies store information about
investigations on secure networks, and access
to case information at those agencies is limited
to those with a legitimate need to know.
In sum, a victim’s disclosure of information
about an intrusion often enables the
government to connect it to, and reciprocally
share, information about related incidents
and malware, enabling the victim and other
organisations to better protect their networks.
Third, quick action by the US
government to investigate and preserve

evidence maximises your options and gives
you a chance of a successful action to disrupt
the perpetrators of a cyber incident. Quick
reporting — and in turn, quick responsive
action and information sharing — allows

for proper investigation and preservation of
evidence that will maximise the chances of
successful action to identify and disrupt the
perpetrators. In fact, after looking at the
statistics on ‘time-to-discovery’ of a cyber
incident and comparing it to the ‘time-
to-exfiltration’ of important information,
Verizon determined that by increasing
time-to-exfiltration and lowering time-
to-discovery, organisations can stop cyber
intrusions from becoming exfiltration.?
Additionally, speed is essential in any
investigation, but especially in a cyber
investigation, because the electronic evidence
can dissipate quickly.

Fourth, DOJ is uniquely situated to
work with other parts of the federal
government so that the United States can
pursue any number of options in response
to a cyber intrusion — including criminal
investigation and prosecution, economic
sanctions, diplomatic pressure, intelligence
operations and even military action. US
law enforcement agents have a history of
arresting so-called ‘hard targets’, be they
terrorists or hackers (or both), who may
have seemed beyond the reach of the US
government because they are living in
foreign countries. The combination of
persistence and cooperation with foreign
partners has brought many to justice
over the years. For example, Ferizi, the
ISIS hacker, was extradited to the US
from Malaysia, pleaded guilty and in
September 2016 was sentenced to 20 years’
imprisonment.*

Even when an investigation has yet to
result in an arrest, criminal conviction
and prison sentence, public charges have
contributed to the overall DOJ deterrence
and disruption mission and demonstrated to
nation states and cybercriminals alike that
we can identify them and are committed to
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bringing hackers to justice. For example, in
April 2017 DOJ charged two officers of the
Russian Federal Security Service (FSB) and
two criminal conspirators with computer
hacking, economic espionage and other
criminal offences in connection with a
conspiracy to access Yahoo's network and the
contents of webmail accounts. Those charges
revealed that officers from the FSB unit

that serves as the FBIs point of contact in
Moscow on cybercrime matters were instead
using criminal hackers — one of whom
had already been publicly charged in two
separate investigations in the United States
— to target American webmail providers,
technology companies and others. The
public revelation of FSB ofticers working
with a wanted cybercriminal, and allowing
him to further victimise his targets on the
side (eg by searching compromised accounts
for credit card and other information that
could be monetised), laid bare for the
public and international community the
nexus between the Russian state apparatus
and the Russian criminal underworld and
demonstrated that the Russian government
is not acting as a responsible stakeholder

in combatting international cybercrime.
Furthermore, one of the hackers charged by
DQJ was arrested in Canada and the US is
seeking his extradition.

In March 2016, DOJ charged seven
hackers who were employed by two Iran-
based computer companies that performed
work on behalf of the Iranian government,
including the Islamic Revolutionary
Guard Corps, for their role in widespread
distributed denial-of-service (DDoS) attacks
on the public-facing websites of nearly
50 US banks over 176 days in 2011 and
2013. At their peak, those attacks disrupted
hundreds of thousands of customers’
ability to access their accounts online and
conduct transactions, and the affected banks’
remediation costs were in the tens of millions
of dollars. One of the hackers also repeatedly
gained access to the Supervisory Control
and Data Acquisition (SCADA) system of a

dam in New York, allowing him to obtain
information regarding the dam’s status and
operation. Again, these charges exposed a
group of actors who may have previously
thought that they could operate behind a
veil of cyber anonymity to disrupt the US’s
critical infrastructure without consequence.
Now they must live the rest of their lives in
fear of extradition to the US, with limited
professional, educational or foreign travel
opportunities.

In 2014, DOJ charged five Chinese
military officers with computer hacking,
economic espionage and other offences
directed at six American victim companies
in the US nuclear power, metals and solar
products industries. These charges sent a
clear signal to China that the status quo of
its persistent targeting of American entities
for the benefit of its own commercial
sector was unacceptable and considered by
the US government to be a criminal act.

It further drove home the message that,
despite the Chinese ambassador’s earlier
public statements to the contrary,® the US
government could and was prepared to
publicly attribute the Chinese government’s
hacking activities down to the name and face
of the person behind the keyboard.

But criminal prosecution alone is not
enough and may not always be the most
appropriate US government tool to deploy
against the cyberthreat. Fortunately, it’s not
our only tool.

Working with law enforcement, DOJ can
also take aggressive action to disrupt hackers
by seizing or disabling their infrastructure.
For example, the Criminal Division and US
Attorneys’ Offices have a demonstrated track
record of dismantling botnets® that have
hijacked millions of innocent computers
worldwide. In April 2017, for instance,
DQOJ made public an extensive effort to
disrupt and dismantle the Kelihos botnet
— a global network of tens of thousands of
infected computers under the alleged control
of a cybercriminal that was allegedly used
to facilitate malicious activities including

© Henry Stewart Publications 2398-5100 (2017) Vol. 1,2 102-115 Cyber Security: A Peer-Reviewed Journal

111



Laufman et al.

harvesting log-in credentials, distributing
hundreds of millions of spam e-mails and
installing ransomware and other malicious
software. According to court documents,
the Kelihos botnet distributed enormous
volumes of unsolicited spam e-mails
advertising counterfeit drugs, deceptively
promoting stocks in order to fraudulently
increase their price (so-called ‘pump-and-
dump’stock fraud schemes), work-at-home
scams and other frauds. In order to liberate
the victim computers from the botnet, DOJ
obtained civil and criminal court orders to:
1) establish substitute servers so that infected
computers could no longer communicate
with the criminal operator, and 2) block any
commands sent from the criminal operator
attempting to regain control of the infected
computers.” The Kelihos botnet takedown
was only the latest in a long line of DOJ’s
criminal botnet disruptions, which have also
included notable takedowns of the Coreflood
and Gameover ZeuS botnets.

The DOJ’s investigations, which can often
attribute who is behind the cyberattack, also
enable a variety of responses by other parts of
the US government. Even if we do not arrest
the hacker, the federal government may be
able to take other action to punish those
responsible for, or unjustly enriched by, the
victim’s loss. For example, under Executive
Order 13694, the Treasury Department can
issue sanctions against a foreigner that has,
through cyber-enabled activities, benefited
from stolen information.” Other Executive
Orders can also provide the necessary
authority to sanction malicious cyber actors.
As another example, consider the worldwide
criticism of North Korea for their hack into
Sony’s systems — as well as the additional
economic sanctions imposed on the country
in 2015 — which could not have occurred
without the FBI’s actions, in partnership
with Sony, to uncover who was responsible
for the intrusion.

If there is reasonable cause to believe
that a company ‘has been involved, is
involved, or poses a significant risk of being

or becoming involved in activities that are
contrary to the national security or foreign
policy interests of the United States’,

the Commerce Department can add the
company to its ‘Entity List’, which is a way
to impose additional licence requirements
on organisations seeking to do business with
a listed company.®® For example, in one
recent cyber prosecution, a company and

its affiliates were added to the Entity List on
the basis of their involvement in activities
contrary to the national security and foreign
policy interests of the United States.”

Additionally, the Office of the United
States Trade Representative (USTR) can
bring a trade action under various trade
agreements if a foreign country benefits
from trade secret theft.” “The United States
uses all trade tools available to ensure that its
trading partners provide robust protection for
trade secrets and enforce trade secrets laws’,
according to a USTR report made public in
April.*!

Finally, drawing in part on information
developed through DOJ investigations, the
US State Department may be able to engage
in diplomacy on the victim’s behalf. In fact,
the State Department and other parts of the
US government have engaged diplomatically
over the years to try to establish basic
international norms in cyberspace. The
most tangible result has been the agreement
reached in September 2015 between
former US President Obama and Chinese
President Xi Jinping affirming that neither
country’s government will conduct or
knowingly support cyber-enabled theft of
intellectual property, including trade secrets
or other confidential business information,
with the intent of providing competitive
advantages to companies or commercial
sectors.”? Although we are still monitoring
the extent to which China will honour this
commitment, the fact that the commitment
was made is itself significant, as is the fact
that at the November 2015 G20 Summit in
Turkey, leaders representing the 20 largest
economies in the world agreed to similar
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norms related to acceptable behaviour in
cyberspace.”

In short, the federal government is
uniquely situated to pursue many options
that will benefit the victim of a cyber
intrusion and the country as a whole.

Fifth, if your cyber intrusion does become
public, reporting it to law enforcement
will help answer the many questions you
will be asked by your board of directors,
shareholders, customers, the news media
and the public at large, who will want to
know that the organisation did everything
in its power to protect itself and those
stakeholders. Cooperating with law
enforcement can be the first step to show
that an organisation is taking a cyber incident
seriously and doing everything in its power
to mitigate the intrusion so that it can get
back to business as usual. The tremendous
value of cooperating with law enforcement,
including drawing on the collective holdings
of the law enforcement and intelligence
communities to investigate, mitigate and
remediate intrusions and attacks, almost
always outweighs any potential disruption
from the investigation.

CONCLUSION

The DOJ follows a whole-of-government
approach to investigate, disrupt and deter
malicious cyber activity. We work with
law enforcement agencies; the intelligence
community; diplomatic, civil, administrative
and regulatory agencies — as well as
victims and the private sector — to draw
upon each partner’s unique expertise and
resources, and to use whichever tool or
combination of tools will be most effective
in responding to a particular threat. In
sum, DOJ’s investigations, by attributing
malicious cyber activity, can enable a variety
of responses by the other parts of the US
government to disrupt and deter malicious
cyber actors.

Our approach also provides many benefits
to victims of cyber intrusions and attacks:

we can help you understand what happened,;
we can share context and information about
related incidents or malware; we can ensure
proper investigation and preservation of
evidence; we can assist you in dealing with
regulators; and we are uniquely situated
to work with other parts of the federal
government so that the US can pursue the
perpetrators through criminal investigation
and prosecution, economic sanctions,
diplomatic pressure, intelligence operations
and even military action.

The victims with whom we partner
are increasingly satisfied with our help.
Polling by Accenture released in April 2017
revealed that when individuals work with
the government, they are significantly more
likely to express confidence in the ability of
law enforcement to prosecute cybercrime.
Specifically, respondents who interact with
government regularly (daily or multiple
times per day) were more than twice as likely
as those who don’t to express confidence
in government’s ability to protect their
data (64 per cent versus 27 per cent) and
significantly more confident in the ability of
law enforcement to prosecute cybercrime
(67 per cent versus 36 per cent).** In short,
we are here to help, and we look forward
to working with you and demonstrating
our abilities before, during and after a cyber
incident.
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